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Hybrid auditing and
forensic analysis
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Hybrid environment HEIRS EEMIREEIRES IT ERZ2E - o/FHB
auditing
Change Auditor £1TMECF S ERESIRIZEHHIFAA

Get a single, correlated
view across your hybrid
Microsoft environments, ~ ScENETHMRITER - DUZRE —ZEIHZEIRG -
with visibility of all changes
whether on-prem or in the
cloud.
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Security threat

HHHRZBRENEAERENAEEEREASNEANET monitoring

BIEEEE - Change Auditor TI$t ¥ It i@ B 2R By Auditand block exploits

such as credential theft
and AD database copies,
and identify applications
using authentications over
insecure protocols.
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Golden Ticket
detection

Detect and alert on
common Kerberos
authentication
vulnerabilities used during
Golden Ticket / Pass-the-

#H¥1% R 2 Kerberos B AABHRGEERTERE
AFIERIER 2 EZEEZ T/ - Change Auditor ol #E T8l
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ticket attacks.
Change Auditor o+ ¥iEA# 149 AD £ Exchange # Object protection
Protect against changes to
& - WREIRSR AT - BASRM SHAFHERBRGRAIRESE critical data within AD,
Exchange and Windows file
HEB MO ER IS RS - ETTRS L BT Y MR - _servers, including
privileged groups, GPOs
and sensitive mailboxes.
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Normalized 5W
audit details

Translate cryptic native
logs into a simple,
normalized format

highlighting the who,
what, when, where and
waorkstation details and
before and after values.
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Change Auditor DJfERs BBt IS EAGR S EEAEZE - FIFSE the move
N S N e ] = s Send critical change and
FEMHREA  EEOTEMARA - BEMUTHRE o ieres to email and
mobile devices to prompt
=50 immediate action, even
while you're not on site.
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SIEM integration

Integrate with SIEM

solutions to forward
Change Auditor events to
Splunk, ArcSight, QRadar
or any platform supporting

Syslog.

Auditor-ready
reporting

ERRESK - 9 GPDR -~ PCIDSS - HIPPA - SOX Generate comprehensive
reports to support
regulatory compliance
mandates for GDPR, PCI
DSS, HIPAA, SOX, FISMA /
NIST, GLBA and maore.
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https://www.mpinfo.com.tw/product/det/208
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